GovQA: Comprehensive Data Protection

Our obsession with security equips you with a world-class cloud environment
that meets and exceeds your most demanding requirements

Application Security

Architectural barriers protect against malicious invasion.

« Single tenant, isolated database for no comingling of data

« Proprietary platform code (with no open source code used in core application) reduces vulnerabilities
and reduces vulnerabilities and adds protection against hackers

Layered with internal security measures

« Encrypted at rest and in transit, so only authorized users gain access to data

+ Role-based access controls limit what users can see and do

«  Multi-factor authentication improves access security

- Single sign-on infegration available

Fully Audited and Compliant

The GovQA platform is audited and attested annually as fully CJIS, HIPAA, and FISMA/NIST
(Moderate) compliant.

Hosting Security
Secure Cloud Hosting

GovQA’s Fortress™ Secure option includes Microsoft Azure Government® hosting to provide the most
advanced, technically sophisticated ongoing security available to government today.

Personnel Security
Monitoring and Oversight

The GovQA team’s extensive in-house SETA (Security Education Training Awareness) program
includes CJIS/HIPAA training and certification for employees; incident handling policies, dedicated
onsite security staff, FBI LiveScan Fingerprint background checks and more resulting in besf-in-class,
continuous audifing and compliance.
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